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Use this guide when entering a potential noncompliance (PNC) in Align. For more information on 

submitting Self-Reports and Mitigation, please see the NERC Registered Entity Self-Report and 

Mitigation Plan User Guide.1 

Fields on Finding Form in Align 

The Finding form in Align is where a registered entity can Self-Report or Self-Log a PNC. An asterisk at 

the end of the field name indicates a required field. 

General Information 

Field Name Description 

Registration Populates with NERC Compliance Registry (NCR) information 

for the selected registered entity. 

Applicable Requirement Populates with the selected Standard and Requirement; select 

the applicable current effective Standard and Requirement, 

even if the PNC began under an earlier version. 

Applicable Part(s) Prepopulates with all parts; remove any that do not apply to the 

PNC. 

Applicable Reliability Function Prepopulates with NCR’s registered functions; remove any that 

do not apply to the PNC. 

Region – Jurisdiction in which the 

Potential Noncompliance occurred 

Prepopulates with Compliance Enforcement Authority (CEA) 

associated with the NCR (i.e., WECC). 

Other Region – Jurisdiction(s) 

where you are reporting this 

Potential Noncompliance 

[Dropdown Field] 

Select all other applicable regions. 

 
1 https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Registered%20Entity%20Self-

Report%20and%20Mitigation%20Plan.pdf  

https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Registered%20Entity%20Self-Report%20and%20Mitigation%20Plan.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Registered%20Entity%20Self-Report%20and%20Mitigation%20Plan.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Registered%20Entity%20Self-Report%20and%20Mitigation%20Plan.pdf
https://www.nerc.com/pa/comp/CE/Enforcement%20Actions%20DL/Registered%20Entity%20Self-Report%20and%20Mitigation%20Plan.pdf
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Discovery and Description 

Field Name Description 

When was the Potential 

Noncompliance discovered?* 

[Date Field] 

What date did the registered entity discover the PNC?  

How was the Potential 

Noncompliance discovered?* 

How was the issue discovered? Was the issue discovered by an 

internal control? (e.g., a specific detective control, Cyber 

Vulnerability Assessment (CVA), extent of condition as part of 

mitigation for another issue) If discovered through detective 

controls, explain how the detective control led to the discovery 

of the PNC. 

If there is a gap exceeding three months between identifying the 

PNC and reporting the PNC through Align, explain. 

Please describe the Potential 

Noncompliance in detail.* 

What occurred and how were the Standard and Requirement 

violated?  

For O&P Issues 

Describe the number of affected Facilities, elements, relays, 

components, or procedures. 

Provide the unique identifier for each affected Facilities, 

element, component, or procedure. 

Describe the affected Facilities’, elements’, or components’ 

inherent properties (e.g., MW, MVA, voltage, generation type 

by fuel, historical (past two to three years) capacity factor of 

noncompliant generating assets, and whether they are part of 

designated Interconnection Reliability Operating Limits 

(IROL)/Inter-Area interfaces.) 

For CIP Issues 

Describe the number of affected BPS Cyber Systems (BCS), 

Cyber Assets, Electronic Security Perimeters (ESP), Physical 

Security Perimeters (PSP), individuals, accounts, BCS 

information (BCSI) data and/or BCSI storage locations. 

What is the impact rating level (High, Medium, Low) of the 

affected BCS or the associated Cyber Assets, if applicable?  
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What is the CIP classification (EACMS, PCA, BCA, PACS, etc.) 

and the specific function of the affected Cyber Assets? 

If applicable, what kind of access privileges (Read only, User, 

Admin) were associated with the affected accounts and/or 

individuals? What could an individual do with the affected 

access? 

When did the Potential 

Noncompliance start?* 

[Date Field] 

Identify the start date of the PNC. 

What is the basis for your 

selecting this start date?* 

Describe the earliest known occurrence of the PNC; i.e., 1) the 

actions that occurred that started the PNC, 2) the enforceable 

date of the Standard, or 3) the prior mitigation completion date 

for the same Standard and Requirement. 

Is the Potential Noncompliance 

still occurring?* 

[Dropdown Field]  

- Yes 

- No 

Registered entities should submit Self-Reports based on 

preliminary information as soon as practical, but typically 

within three months of discovery and provide more 

comprehensive information as it becomes known. 

Do not wait until the PNC is mitigated to report to WECC. 

When did you return to 

compliance? 

[Only appears if “No” is selected 

on previous question] 

[Date Field] 

When was the PNC remedied or corrected? 

The end date is when the registered entity corrected 

(remediated) the PNC, which is not necessarily the mitigation 

completion date. 

Extent of Condition and Root Cause 

Field Name Description 

Has an Extent of Condition 

Review been performed?* 

[Dropdown Field] 

- Yes 

- No 
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- In Progress 

It is expected that the registered entity investigates the PNC and 

reports to WECC the extent of the condition of the PNC, if 

possible, or work with WECC to develop a reasonable way of 

doing so.  

If yes, what was/is the Extent of 

Condition? 

[Only appears if “Yes” is selected 

on previous question] 

Provide details of the steps taken to determine the extent of the 

condition of the PNC. 

WECC and NERC should be able to understand how the 

registered entity determined that the level of the extent of 

condition review was appropriate. The following could be 

considered as part of determining the extent of condition of the 

PNC:  

1. Other affiliate companies, business units, departments, 

or facilities across its corporate structure.  

2. Procedures, assets, facilities, or personnel that are 

directly affected or could be affected as part of the PNC.  

3. Other Reliability Standards, to see whether any were 

also violated based on the facts of the reported PNC.  

4. Prior compliance history involving similar conduct, if 

known.  

What cause(s) led to the Potential 

Noncompliance?* 

What was the root cause? If possible, provide all contributing 

causes to effectively correct the PNC and prevent recurrence. In 

addition, were there prevention controls in place to alert 

responsible staff of activities needed to avoid a lapse in 

compliance? If so, why did the preventative controls fail? 

Risk and Impact 

Field Name Description 

What do you think the potential 

impact to BPS was/is from this 

Potential Noncompliance?* 

[Dropdown Field] 

- Minimal 

- Moderate 

- Serious 
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• Minimal: Nothing serious could have occurred and there 

were complete or significant protections in place to 

compensate for the PNC, thereby reducing the risk; 

alternatively, the impact was insignificant, minor, or limited. 

• Moderate: Something serious could have occurred and there 

were only some protections in place to compensate for the 

PNC, thereby reducing risk; alternatively, the impact was 

conspicuous, evident, or noticeable. 

• Serious: The most serious risk issues are: (i) those involving 

or resulting in (a) extended outages; (b) loss of load; (c) 

cascading blackouts; (d) vegetation contacts; and (e) 

systemic or significant performance/programmatic failures; 

and (ii) those involving (a) intentional or willful acts or 

omissions, (b) gross negligence, and (c) other misconduct, 

regardless of protections in place that compensate for the 

PNC; alternatively, the impact was significant, substantial, 

or extreme. 

After assessing risk, select the appropriate impact level. 

Why do you believe that to be the 

correct potential impact?* 

When the registered entity evaluates potential impact to the 

BPS, it should, at a minimum, consider the following factors: 

1. What were the system conditions during the PNC? For 

example, did the PNC take place while the system was 

stressed, e.g., during an Energy Emergency or when 

other emergency or special operating procedures were 

in effect? 

2. Describe any relevant details related to the risk of the 

PNC (e.g., total load served, total generation owned, 

your host Transmission Owner, Reliability Coordinator, 

Planning Coordinator, or Transmission Planner) 

3. What are the sizes, natures, criticality, and locations of 

the facilities at issue? 

4. How many assets were at issue and what was the nature 

and function of the assets? Does the asset in scope 

perform a reliability task? 
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5. What other systems, facilities, or staff are exposed to the 

same failure modes? 

6. What are the potential consequences to the BPS by this 

PNC? 

7. Were there any misoperations, exceedances of system 

operating limits, or interconnection reliability operating 

limits during the course of the PNC? 

8. Have you performed analytical studies (e.g., power 

flow)?  

9. Have you reviewed historical loads if necessary? 

10. Was there any potential for loss of a Protection System 

device, degradation or loss of a BES element, loss of a 

BCS or BCSI, or unauthorized access to a BCS? 

11. Could a BCS be rendered unavailable, degraded, or 

misused due to the PNC? Explain. 

12. Was there potential to affect any CIP-005 or CIP-007 

controls that may have affected CIP Cyber Assets? 

13. What were the potential consequences to BCS by not 

affording the CIP control in scope?  

14. How could an attacker or person with malicious intent 

affect the environment in scope? 

Risk assessments should be specific to the registered entity and 

its existing controls relating to the BPS, at the time of PNC, that 

mitigate the risk. 

How likely is it that impact could 

have actually occurred?* 

The likelihood is influenced by factors  in place at the time of 

the PNC (e.g., internal controls, size of facilities, early detection, 

remote electronic access, violation duration). The analysis 

generally involves identifying the violation duration and the 

extent of the condition of the PNC in conjunction with internal 

controls (typically detective) in place at the time of the PNC.  

When the registered entity evaluates the likelihood of the 

impact occurring, it should also consider mitigating or 

compensating factors that would have reduced the potential 
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impact of the PNC. Among other things, these may include 

alarms, monitoring activities, backup or redundant facilities, or 

other activities.  

The registered entity should include details on any internal 

controls that were in place that expedited the discovery of the 

PNC, shortened the duration of the PNC, or reduced the 

severity of the impact of the PNC. When evaluating risk, the 

registered entity should provide factors that increase as well as 

decrease the likelihood of actual impact. 

Was there any actual impact to the 

BPS?* 

[Dropdown Field] 

- Unknown 

- Yes 

- No 

For example: 

• Tier 3: Major BES Disturbance—Caused or contributed 

to a major BES disturbance. 

• Tier 2: Moderate Impact—IROL exceeded, BES limit 

(non-IROL SOL, frequency, voltage, or ACE) exceeded 

for more than 30 minutes, BES Facilities tripped 

unexpectedly, emergency action taken (e.g., 

reconfiguration, load shed) to mitigate or prevent the 

impact of the violation, equipment damage, major (more 

than 50%) loss of visibility, control, state estimation, or 

contingency analysis for over 30 minutes. 

• Tier 1: Minor Impact—Observations like those in Tier 2 

but of lesser magnitude, or loss of ability to monitor 

cybersecurity intrusions. 

• Tier 0: No Impact—No observed impact. 

If yes, what was the Actual Impact 

to the BPS? 

[Only appears if “Yes” is selected 

on previous question] 

Explain the issues and impact that were experienced in the BPS 

due to this PNC. 
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Additional Comments 

Field Name Description 

Please provide any additional 

comments. 

Provide relevant information not included in other sections, if 

applicable. 

Evidence 

Use the reference ID listed on the form to submit evidence and attachments related to the PNC via the 

ERO Secure Evidence Locker (SEL). If your registered entity is hosting its own SEL, please provide 

WECC with the instructions to access the evidence in the “Additional Comments” field. 

Mitigation Information 

Optional to provide with the Finding form. 

Field Name Description 

Milestone If possible, and without delaying the submission, a finding may 

include the actions that have been taken or will be taken to 

remediate and mitigate the cause of the PNC.  

Click the + to add each completed or planned task for 

remediation and mitigation. When you submit the finding, this 

information will be converted into a set of Mitigating Activities 

that can be submitted concurrently with this finding, or 

separately when it is ready. 

See Fields on Mitigation Form below for more information on Align 

mitigation fields. 

Action 

Field Name Description 

Action* [Dropdown Field] 

- No Action 

- Submit 

- Delete 
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When you are ready to submit your Finding for screening and 

review as a Potential Noncompliance, set the Action to Submit.  

If you want to delete this draft, choose Delete. Once you have 

selected the appropriate Action, click Save and Action. 

To save without taking action, click Save.  

To close without saving, click Close. 

Fields on Mitigation Form in Align 

The Mitigation form is where a registered entity enters mitigation milestones for a PNC. By default, all 

mitigation begins as Mitigating Activities in Align. If a Mitigation Plan is warranted, WECC will 

update the form and the registered entity will be notified of the change. 

An asterisk at the end of the field name indicates a required field. 

General Information 

Field Name Description 

Registered Entity Contact Provide a point of contact for this mitigation by clicking 

and selecting the appropriate contact.  

Interim Risk Reduction (required 

only if form is switched to a 

Mitigation Plan) 

[Appears under General 

Information or under Root Cause 

and Interim Risk Reduction, 

depending on status of form.] 

The registered entity must include steps that will reduce or 

eliminate risk to the BPS while it implements mitigation. The 

risk reduction steps must be specific for all risks identified. This 

step is especially critical for mitigation plans with longer 

durations. In determining interim actions and activities, 

registered entities should work with WECC to identify and 

address any risks to the BPS that may exist while the mitigation 

is in progress. The registered entity should also include those 

steps that it has already taken and are in place to reduce or 

eliminate risk to the BPS. Based on the above considerations, 

actions and activities listed in the mitigation plan should 

include the internal controls that are in place to mitigate the risk 

to the BPS.  

Review Results and Due Date 
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This section appears if the Mitigation form is reset to a draft status by WECC. It provides information 

from WECC regarding what is needed to resubmit the Mitigation form and when the resubmission is 

due. 

Root Cause and Interim Risk Reduction 

The root cause section displays after WECC has completed the Root Cause Analysis and includes the 

final Root Cause determination as a reference for the registered entity. Depending on the status of your 

mitigation, the Interim Risk Reduction field may appear under this section. 

Mitigation Milestones 

Create a new milestone by clicking the “+” and completing the form in the new window. Clicking 

“Update” closes the window and relates the milestone to the Mitigation form. You must save the 

Mitigation form to complete the creation of the milestone. Failure to save the form will result in the loss 

of entered data. 

The minimum mitigation expectations are that you report the actions that address the cause and bring 

your entity back into compliance and the actions that prevent the noncompliance from happening 

again. Use the milestone types to categorize each action. 

Field Name Description 

Type of Milestone Task* [Dropdown Field] 

- Remediating Action 

- Corrective Control 

- Preventative Control 

- Detective Control 

- Other 

Remediating Action: An action taken to return to compliance. 

Corrective Control Action: Creation of an internal control 

designed to fix a problem that may arise.  

Preventative Control Action: Creation of an internal control 

designed to avoid an unintended event or consequence. 

Detective Control Action: Creation of an internal control 

designed to identify errors or deviations from the norm. 

Other: Use this category if your milestone does not meet the 

criteria of any of the other types. 
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Milestone Name Provide a short name describing the milestone. 

Description of action Provide a comprehensive description of the milestone, 

including details about whether the milestone corrects 

(remediates) the PNC, addresses the cause, or prevents 

recurrence. 

Planned Completion Date* [Date Field] 

Expected completion date of the mitigation action. 

Actual Completion Date [Date Field] 

Actual completion date of the mitigation action. 

Evidence Comments Provide any comments relevant to the evidence or attachments 

submitted by the ERO SEL or other means. 

 

Action 

When ready for Region Review and Approval, submit the Mitigation by selecting the "Submit for CEA 

Review" action and clicking "Save and Action" on the form. By submitting the mitigating activities 

described above, you acknowledge that you have authority to submit the mitigating activities on behalf 

of your registered entity. 

Field Name Description 

Action* [Dropdown Field] 

- No Action 

- Submit for CEA Review 

 

 

 


